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The Olomouc Region 
Guardian of safe internet
▪ Parents´guide book

How to protect your children? Models, advice, instructions.

Would you like to be responsible parents who protect their children by keeping a watchful eye on observing the principles of safe use of the internet?
Especially for you, we have assembled this piece containing practicle advice, detailed instructions and information on how to do it. Not everybody is acquainted with computers and able to understand all new technologies. A research conducted by Saferinternet.cz shows that most parents in the Czech Republic have acknowledged their children using the internet. Almost half of the questioned parents are not aware of the dangers and risks that their children are exposed to through surfing the net.
So, let´s begin by containing the risks and threats posed by the internet to our children!
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Foreword
Dear parents,

Our children regard using the information and communication technologies, like computers, internet and mobile phones, as a regular part of their lives. It is no exception to see a child at a computer skilfully seeking new information, enjoying surfing the net, holding net meetings and chats, or deeply engrossed in pc games.

Despite all the advantages which these new technologies offer, it is inherent and vital that attention be paid especially to children who, because of their unawareness, simple naivety, random gathering of information and easy manipulation, can unknowingly become the victims of serious problems.
In contrast to children who are instructed at school about safeguarding against these risks, there is a definite lack of sufficient information on how to secure this protection at home.

Culminating from the above reasons, the Olomouc Region has put together this guide book aimed at providing parents with basic and practical information about safe use of the internet, inclusive of some models of how to protect their children, which rules of safe internet use to assign and how to set up appropriate technical computer protection.

Another feature of this guide book is references to commensurate institutions providing counselling, help and information.

I hope that this publication will serve in answering your questions and will assist you in setting up an environment at home that offers increased protection and safety to your children while on the net.
Mgr. Yvona Kubjátová

Vice-President of the Olomouc Region 

1. Be interested!

A basic rule of mutual coexistence, which can also influence safe internet use, is creating a friendly atmosphere and a confident family environment.

In order to achieve this, it is vital to show interest in each other, to communicate with each other, to help each other, to share the successes and the problems that life unfolds, to speak openly about the threats posed by the internet, to spend free time (holiday) together, to mutually encourage and praise each other – in other words, to show interest! 
So, tend to your children and be with them.
Good nurturing advocates the building of mutual trust and confidence, the allocation of sufficient time for having a “chat”, the showing of interest on the part of parents in new things, the expending of effort in understanding your children´s activities and above all, establishing the faith in your child that he/she can come to you with any problem, especially the issues encountered by using the internet.
Advice and counselling
▪ Speak to your children and be interested in how they spend their time on the internet, which services they use or which problems/issues they came across while surfing.

· Discuss and ask the children what they consider as advantages of the internet and why, what dangers they feel and what risks are posed to them from such threats.

▪ Lend an ear to your children and react in time on the changes in their behaviour.
▪ Participate in the activities of your children, hold chats and have fun together.

· Together, establish mutual interest for free time activities, collate necessary information for a planned holiday, and get involved in healthy entertainment that the internet offers.

· Engage the children in your computer activities, involve them in children´s work activities on the internet and even consult with them. 
▪ Be interested in their friends and the online friends (accessible on the net) that they may have.

▪ Encourage your children to be open to you, to show you what they can do and to tell you strange or unpleasant things found on the internet that they do not understand.   

· Ask your children to show you what they are able to do on the internet. Learn from the kids to work with “chat forums” (discussion sites) they use.    

▪ Help the children to follow the rules of tolerable behaviour on the internet.

     - Introduce your children to the rules of polite behaviour and try to discuss together the observance of these rules when on the net.
· Help the children understand which contents and way of conduct can evoke unpleasant feelings in others.

▪ Explain to the children that everything conveyed on the internet doesn´t always have to be true and likewise, people don´t have to be what they pose to be.

· Discuss with the children what is true and what is not, and the difference between good and bad, right and wrong. 

· Search for cases in which children were abused by deviants through the internet, bullied by their peers or pestered and discuss these cases together with the children.

▪ Reckon and praise your children for following the rules of safe internet use.

· Even only with verbal appreciation reward your children everytime you find out that they behaved correctly. Children desire praise, especially when due!
Do not forget about yourself

You, as parents, are their most important life advisors and helpers of your children. Therefore, do all that you can to be the pillar by updating and gathering knowledge and information. There is nothing better than a wise and an educated parent.
In this fast changing world, expectations on the parents are high! Therefore, before embarking on policing your children, begin with you!

Counsel and instructions

▪ Educate yourself, improve and search new information.

· Visit the websites focused on education in the internet environment.
· Take advantage of the educational services in your vicinity that focus on computer literacy.

▪ Be interested in new trends, view appropriate sites only.
· Try new things; do not be afraid of the internet.

· Be interested in your children´s online experience (through direct communication); find out how they handle the computer and for what purpose.

▪ Do not disregard cases in the media that speak of the consequences of dangerous phenomenons in relation to the internet.
· Monitor what the authentic press or the TV or the radio and internet news feed are reporting about internet delinquency, the latest threats, and the recommended preventive measures.

▪ Be an example for your children and your neighbourhood.


▪ Insist on your decisions and do not let yourself be appeased.

· When announcing a decision, be definite and direct, and then stick to it.

▪ Take the initiative and draw serious attention to an inappropriate content on the internet.  
· If you come across an illegal or inappropriate content on the internet, inform about such objectionable webpages on the Hot line – www.horka-linka.cz .
Watch for signs
Pay attention to the warning signs signalling that there is something wrong with your child and that impendency exists. It is necessary to have “eyes open”, carefully percieve your kids and be watchful about everything that affects them. It is not always possible to prevent all problems but it is possible, through early intervention, to mitigate them or merely halt further progression.
Warning attributes

The child

· Is becoming cagier, trying to be more and more independent.

· Avoids answers; refuses your presence by the computer.

· Visits unusual sites or uses non-standard programmes and is reluctant to share them with you.

· Erases clues of his/her activity on the internet, closes the page the moment you walk into the room.
· Performs suspicious activities and demands to be by the computer at regular hours.

· Demands money more often and in higher amounts.

· Refuses to talk about what he/she does while at the computer and who does he/she communicate with. 

· Wants to spend all his/her free time at the computer.
Instructions on how to reveal the attributes
· Tend to your children and watch how they behave while at the computer, how they speak to you, how they express themselves.

· Monitor the history of visited webpages (open the Internet / click on the icon “History”).

· Keep a record of how much money you give to your children a month for their own needs (pocket money included).
· Note the number of hours your children spend at the computer each day.

· Observe if your child is not avoiding you.

· Assure your children that if somebody invades their privacy or domain it is never their fault.

· Offer your children the possibility and trust of confiding in you about their problems.

· Upon ascertaining serious problems/issues immediately inform the appropriate institutions providing counselling, help, protection, etc.  


2. Be consistent!

It is recommended to collectively define the necessary limits which will be respected by you and by your children so that your education in safe internet use will be effective. Here, it is important to create rules that are clear and unambiguous for the kids and that are acceptable to both the parties. The agreed-upon system should help children recognize their duties, limitations and their own responsibility. Do not forget that inconsistency in following the made arrangements can confuse the child even more!   
Define the limits and duties
You can attain your objective of safe internet use mainly by creating a safe space, not only by placing the computer in a visible place, but also by customised settings that enable access only to approved and safe sites. You can deny access to inappropriate and objectionable webpages through rules of safe internet use and further with the aid technical settings (internet viewers, filters, user accounts, etc., see part 3. Secure the computer).
Counsel and instructions

▪ Place the computer in a common room which prevents children from unlimited physical and time access to the Internet.

- In the living room or other common room make a work place and put the child´s computer there.

▪ Together with the children draw up clear and understandable rules of safe internet use and try to follow them under all conditions.

· At a visible place in your home display the collectively established rules which you follow while working on the internet.

· Inform your children what is illegal when using the Internet, including software downloading.

▪ Consistency in following the rules of safe internet use and assert 
recourse if children break the rules.

· Every month go through the rules and check that they are kept. Do not use internet prohibition as punishment because the children will find another, less safe, way to the Internet.



▪ Help the children select appropriate log in names for their activities and point out that no personal information is to be revealed on the net. 

· Hence, select appropriate log in names together with the child and conduct regular checks.

▪ Insist on the children not to provide persons on the Internet with their address, telefone number, age, photographs and other personal information including the whereabouts of their school or where they spend their free time.
▪ Instruct the children not to meet personally with friends made over the Internet without your awareness and permission.

▪ Together with the children define how much time they are allowed to spend on the Internet.

· It is recommended to assist children of pre-school age in their work on the Internet.

▪ Set up programmes and functions of parent control in the computer (see part 3. Secure the computer).

· On the Internet create a list of favourite and acceptable webpages (open the Internet / open folder “Favourite” / click on reference “Add to favourite items”). The child will be able to go directly to the desired webpage from the list merely by one click of the mouse (via the folder “Favourite”).

▪ Check the history of visited webpages on the Internet.

· Monitor the history of visited webpages (open the Internet / click on icon “History”).

· File all insulting and vulgar messages which the child receives as prospective evidence.

▪ Beckon the child for safe conduct on the Internet and for following the rules.

3. Secure the computer
Make use of all available technologies. Be interested in internet filters, monitoring software, viewers for children and other implements. Although they are not 
a substite to parental control, they can help you protect your children (especially the younger ones).

From the technical point of view it is possible to control and filter all information entering the computer. That means blocking access to/by objectionable information. The next possibility is longitudinal monitoring of particular activities and retrieval of objectionable or suspicious sites. The last possibility is denying access to the user to selected webpages by means of software programmes. This means denying access to the user to selected webpages that have already been marked as inappropriate by you or in the database.  
User account

The Operating System (hereafter “OS”) Windows XP still ranks as the most widely used OS by Czech families. It is designed in such way that all family members can make use of it by making their own user account, which is a primary assumption of safe computer use.
The user account for computer administrator set up during the initial OS installation has the highest so called administrator rights protected by a unique entry password. These rights also allow access to all of the contents of the computer, enable any software installation and making changes to the OS. It implies that this account should have the highest level of security and should only be accessed by a competent person – computer administrator – who is well-versed with PC maintenance, OS updating or necessary software installation.
The Administrator Account, for safety reasons, should not be used for general work, viewing pictures, downloading films or (and mainly) for working on the internet. For such purposes, there should be a new users account set up with the so called restricted access.
Newly established user account(s) with restricted access doesn´t have administrator rights. It enables the user to work in the OS environment with some restrictions, e.g. he is not allowed to install a software which would affect the computing system; also, he is not allowed to sample administrator´s documents, change OS configuration, cancel or amend user accounts, etc. It is also possible to protect each user account by a unique entry password.
In addition to the administrator´s accounts and restricted access account it is possible to set up the so called Guest Account. 

The user who enters this account is allowed only to login and logout, besides starting the installed applications, browsing through the system files and switching off the OS. Everything else is denied.
How to set up a new account with restricted access?
1. START
· Click on START icon in the left bottom corner of MS Windows bar. The “Main Menu” will pop up (pict. 1).
2. CONTROL PANEL

· In the main menu click on CONTROL PANEL icon (pict. 1). The CONTROL PANEL window will pop up with a number of MS Windows applications (pict. 2).

PICT. 1: Main Menu on screen display. 


3. USER ACCOUNTS

- In CONTROL PANEL window click on USER ACCOUNTS icon. USER ACCOUNTS window will be displayed with the possible options offer (pict. 2).

PICT. 2: CONTROL PANEL window with applications icons. 

4. NEW ACCOUNT SET UP

· If you want to set up a new user account click on the menu NEW ACCOUNT SET UP (pict. 3).

      PICT. 3: USER ACCOUNTS window with possible options offer. 


USER ACCOUNTS window will be displayed  →NEW ACCOUNT NAME (pict. 4). Here you will enter the new user account name and click on “Next”.
PICT. 4: USER ACCOUNTS window → NEW ACCOUNT NAME
· Clicking on “Next” will open the USER ACCOUNTS window → SELECT ACCOUNT TYPE (pict. 5). Here, simply tick the type of account desired – → either Computer administrator or With restricted access, and click on “Account set up”.
PICT. 5: USER ACCOUNTS window → SELECT ACCOUNT TYPE
· 
After that USER ACCOUNTS window will display the newly set up user account (pict. 6).

PICT. 6: USER ACCOUNTS window with the newly set up account “AT HOME” 

Firewall of OS MS Windows XP

The Firewall of OS MS Windows XP is possible to describe as an installation or a software that represents a “safety gate” dividing operation between two systems (e.g. between our home network and the Internet). All communication (data transfer) between the two systems is controlled by this gate and data is transmitted in and out according to predefined rules.
Firewall protects the computer against illegal hacking into our system and also against unauthorised export of data from the system (i.e., without the knowledge and consent of the user). Thus it represents as one of the most importatnt components of our computer.

Configuring the firewall gate for OS MS Windows XP
1. START

· Click on START icon in the left bottom bar of MS Windows. The “Main Menu” window will pop up (pict. 7).
2. CONTROL PANEL

· In the main menu click on CONTROL PANEL (pict. 7). A new window will open with a number of icons of applications important for MS Windows functioning (pict. 8).

PICT. 7: Main Menu on screen display.
3. FIREWALL GATE OF WINDOWS SYSTEM

· In CONTROL PANEL window click on the icon FIREWALL GATE OF WINDOWS SYSTEM (pict. 8). FIREWALL GATE OF WINDOWS SYSTEM will display the possible options offer (pict. 9).

PICT. 8: CONTROL PANEL window with a number of applications icons 

4. 
FIREWALL GATE – card General
· In FIREWALL GATE OF WINDOWS SYSTEM window you will find 3 cards. The first card called General (pict. 9) serves for initial firewall gate setting. Here you will find 3 ticking fields. As standard, it is recommended to tick the “Switched on” field.

· This setting prevents all external sources to connect to your computer. Exceptions are the sources mentioned on the card “Exceptions”.

WARNING – the processes mentioned further in the text are for users who do not want to follow the recommended setting.   

PICT. 9: FIREWALL GATE OF WINDOWS SYSTEM window – card General

5. FIREWALL GATE – card EXCEPTIONS

· The Firewall gate of Windows blocks incoming network interfaces. On the second card called Exceptions (pict. 10) there is a list of programmes and services which are not blocked. You can randomly broaden this list by clicking on “Add programme, Add port” icon.
WARNING – Adding exceptions enables better functioning of some programmes but it can pose increased risk to safety!


PICT. 10: FIREWALL GATE OF WINDOWS – card    Exceptions

6. FIREWALL GATE – card Specify
· The last card called Specify (pict. 11) serves for network interface setting. If you want to add an exception for a particular interface, select from the list in this card and click on “Setting”.

WARNING – settings on this card is only for more experienced users!

    PICT. 11:  FIREWALL GATE OF WINDOWS – card Specify

Security center

Security center helps to administrate Windows system security. For better computer protection it is necessary to have all 3 basic security items set to “Switched on”.

Security center setting

1. START

· Click on START icon in the left bottom corner of MS Windows bar. The “Main Menu” display will pop up (pict. 12).

2. CONTROL PANEL

· In the main menu click on CONTROL PANEL icon. The CONTROL PANEL window will open displaying a number of icons of applications important for MS Windows functioning (pict. 13).

PICT. 12: Main menu on screen display.
3. SECURITY CENTER

· In the CONTROL PANEL window click on SECURITY CENTER icon (pict. 13). The SECURITY CENTER window display will open (pict. 14).

PICT. 13: CONTROL PANEL window with a number of applications.
4. 
WINDOWS SECURITY CENTER
· In the WINDOWS SECURITY CENTER window 3 folders are the most important – Firewall gate, Automatic updating and Protection against viruses.
WARNING – For the sake of safe operaton of your computer, these folders should in green and set to “Switched on”.

           PICT. 14: WINDOWS SECURITY CENTER window

Internet possibilities in Windows Internet Explorer 
The gateway to internet is a web browser which is a computer programme designated for viewing webpages. Among the most preferred web browsers include Windows Internet Explorer, Mozilla Firefox, Opera, Safari, etc.

The Internet carries with it some risks, and for children in particular it can mean a very dangerous environment. To completely protect them from the risks of internet surfing represents an arduous task, especially under home conditions. However, timely and appropriate web browser setting provides us with certain possibilities of minimising the threat to a great deal. Therefore, in the following text we will focus on setting the Windows Internet Explorer browser since it is the most widely preferred.


Setting Internet possibilities in Windows Internet Explorer
1. START

· Click on START icon in the left bottom corner of MS Windows toolbar. The “Main Menu” display will pop up (pict. 15).

2. CONTROL PANEL

· In the main menu click on CONTROL PANEL icon (pict. 15). The CONTROL PANEL window will open displaying a number of icons of applications important for MS Windows functioning (pict. 16).

PICT. 15: Main menu on screen display.
3. INTERNET OPTIONS
· In the CONTROL PANEL window click on the icon INTERNET OPTIONS (pict. 16). The INTERNET – PROPERTIES window will open displaying the offered features as separate tabs (pict. 17). 

PICT. 16: CONTROL PANEL window with a number of applications icons



4. INTERNET – PROPERTIES – Security – Internet zone 

· In the PROPERTIES tab for Security window are 4 zones for display or changing the security setting.
· The first zone called Internet (pict. 17) serves for initial setting of restriction of those webpages on which dangerous content can appear. For children as users of the Internet, we recommend setting this zone to High security level. This can be done by clicking with the mouse on the Initial level button and by dragging the tab for security level setting upwards to High level. Then click on “Use” and confirm by clicking “OK“.
· For individual security setting it is possible on this card to click on Own level where SECURITY SETTING window will be displayed (pict. 18). Here, we can find a number of useful settings confirming or prohibiting 
a number of activities.

WARNING – It is recommended for child users the prohibition of downloading files.
PICT. 17: Window INTERNET – PROPERTIES, Security – zone Internet 



          PICT. 18: SECURITY SETTING window

5. Window INTERNET – PROPERTIES – card Security – zone Credible servers
· Credible server zone (pict. 19) includes webpages which can be considered as confidential. These are webpages which will not damage the system or files and do not contain wrong content. For children using the Internet we recommend setting this zone to High security level.
· We can do this by first clicking on the Initial level button and then by dragging with the mouse the tab for security level setting upwards to High level. Then click on “Use“ and confirm by clicking “OK”.


PICT. 19: Window INTERNET – PROPERTIES, Security – zone Credible servers

6. Window INTERNET – PROPERTIES – Security – zone Servers with restricted access

· “Servers with restricted access” zone (pict. 20) includes webpages which cannot be considered as confidential. These are webpages which can damage the system and files and thus contain wrong or dangerous content. For children using the Internet we recommend to set this zone to High security level.

· We can do this by clicking on Initial level button and then by using the mouse take the cursor to security level tab, click and drag upwards to High level. Then click on “Use” and confirm by clicking “OK”.

PICT. 20: Window INTERNET – PROPERTIES, Security – zone Servers with restricted access


7. INTERNET – PROPERTIES – card Abstract
· In the “Abstract” card (pict. 21) we are mostly interested in the section “Content survey advisor”. This section identifies the possible types of Internet content to be displayed. For changing the setting in this section, click on the “Permit” tab.
PICT. 21: Window INTERNET – PROPERTIES, card Abstract

· Clicking on the Permit tab in the section Content survey advisor, the window of the Content survey advisor is displayed (pict. 22). Here, we will find 4 cards – Survey, Authorized servers, General, Specify. On the first card Survey it is possible to set up the webpages content which the users will be able to access.
WARNING – For children using the Internet it is recommended to set the level setting at position “None”!

       PICT. 22: Content survey advisor window, card Survey


- On the next card Authorized servers in the Content survey advisor window (pict. 23) it is possible to create a list of webpages desired as always or never, regardless of the result of their survey. 
- Addresses of webpages which we intend to add in this list can be typed as text in “Permit this webpage” and click on “Always” or “Never”. With the “Always” setting we permit those webpages to be accessed, whereas with “Never” such websites cannot be accessed.

- A list of all permitted or prohibited webpages can thus be found in the section “List of authorized and unauthorized webpages”. It is possible to remove a website from this list by highlighting the website address/ name and clicking on “Remove”. 
-  If we have created a list of authorized and unauthorized websites, click on “Use” and then on “OK” tab. If you are working on Authorized servers card for the first time and have added some websites to the list, after clicking “OK” a window “Set up administrator´s password” will be displayed (pict. 24).

PICT. 23: Content survey advisor window, card Authorized servers 
WARNING – This setting is recommended for children using the Internet. Unlimited access is denied and only those webpages authorized by the computer administrator (parent) can be logged into by the child. 

PICT. 24: “Set up administrator´s password” window
· If the administrator´s password is set then before accessing any website the computer´s Content survey advisor window will pop up prompting (pict. 25) selection of site that is permitted along with request for entering the administrator´s password.
· For an accessed site, if “Always permit this webpage” is checked then the next time we will not be prompted for entering the administrator´s password and this website will be added to the List of authorized and unauthorized webpages (pict. 23).
PICT. 25: Content survey advisor window

· We can switch off the Content survey advisor window display by clicking on “Prohibit” … in Internet – Properties window (pict. 26). However, we will be prompted for confirming this option by the prompt “It is necessary to enter administrator´s password” (pict. 27).

PICT. 26: Internet – Properties window

PICT. 27: “It is necessary to enter administrator´s password” window

· The last card “General” in the Content survey advisor window (pict. 28) enables (in case we haven´t done this yet on the card Authorized servers) setting up the Administrator´s password. If we have already set the administrator´s password on the card Authorized servers, this card will allow us to change it by clicking on “Change password”.
WARNING - All of the above mentioned settings are valid for Windows Internet Explorer browser. Other browsers have their own specific security settings.

PICT. 28: Content survey advisor window, card General

Restriction on accessing important sections

Quite often we need to prevent children from accessing the important sections or files saved in the computer. An example can be the WINDOWS section in C drive (system disc) where the operating programmes vital for normal computer function are stored. If any of these files get deleted or corrupted due to tempering, the operating system may malfunction or damage may be caused to the computer. 
The easiest way to prevent access by curious users to such sections is to conceal them.
WARNING – The procedure mentioned below is only effective until the child attains a certain age. Older or more informed children can learn of this possibility of section concealment. It is then necessary to select a different, much more complicated, procedure of securing the computer´s vital functions.

How to conceal selected sections?
1. SELECTING THE SECTION 

· Firstly, it is necessary to select the section you want to conceal. Click on this section by right-clicking the mouse and a window with 
several options will be displayed (pict. 29). Then, left-click the mouse on the option Properties.

PICT. 29: Options window 

WARNING – It is recommended not to conceal sections directly on the working area of the computer (desktop); always conceal the sections elsewhere.

2. SECTION CONCEALMENT

· Clicking on the option Properties displays the window (pict. 30) with 3 folders General, Sharing, Own setting. In the folder General, the item “Attributes” is checked as Concealed, then click on “Use” and confirm by clicking “OK”. This setting will be confirmed by soft “clearing” of the section (pict. 31).


PICT. 30: Properties window

PICT. 31: Display of “cleared” section


3. SECTION POSSIBILITIES – DISPLAY

For secrecy of a section, the required section display set up has to be done first in the operating system. This can be done as follows:
A. START

· Click on START in the bottom left corner of MS Windows toolbar. The “Main menu” window will pop up (pict. 32).

B. CONTROL PANEL
· In the main menu click on CONTROL PANEL TAB (pict. 32). The CONTROL PANEL window will be diplayed with a number of icons of applications important for MS Windows functioning (pict. 33).

    PICT. 32: Main menu on screen display.
C. SECTION POSSIBILITIES

· In the CONTROL PANEL window click on SECTION POSSIBILITIES (pict. 32). The SECTION POSSIBILITIES window will open containing the possible options (pict. 33).
PICT. 33: CONTROL PANEL window with a number of applications.
D. 
Window SECTION POSSIBILITIES – card DISPLAY

· The SECTION POSSIBILITIES window (pict. 34) contains 4 cards: General, Display, Types of files, Files offline. For hiding a section, the features are located on the card Display. If the field “Do not display hidden files and sections” is ticked on this card, the checked sections will not be displayed as a preset concealment feature (pict. 30).
· If the concealed section is required to be displayed repeatedly, simply tick the field “Display hidden files and sections” on this card.
PICT. 34: Window SECTION POSSIBILITIES – card DISPLAY

Microsoft Private Folder

As stated above, older or more informed children can learn about the possibility of hiding a section. In this case it is necessary to choose different, more complicated, procedures and if needed use a programme that enables locking the selected section by a password.

The Microsoft Private Folder programme is the best option for this purpose. After installation, a section created called “My private folder” (pict. 35) is created which can be secured with a password. In this way we can protect data against access by children as it is password secured

… Microsoft offers this programme as a free download from its website.
WARNING – An important condition for using this programme is to remember the password, otherwise resetting the password is almost impossible!! Another condition is a legal Windows XP operating system with service pack 2!

PICT. 35: My Private Folder section

Antivirus programmes

Although the Internet provides us with a wealth of diverse and interesting information, it has its downside in the shape of hidden threats (computer viruses, malware, spyware, etc.) which can attack our computer and damage it in various ways.

To avoid these attacks as much as possible it is necessary to have a potent antivirus programme installed in the computer.

Antivirus programmes are software applications which are instrumental in detecting and deleting (curing) harmful and often dangerous computer programmes (viruses).

A computer virus is dangerous because, and with the help of careless users, it is able infect the computer, replicate inside and then attack many/all computer programmes; some are so potent that they can totally shut down the computer or cause irreparable damage.
There are several known antivirus programmes on the market, e.g. AVG, Norton Antivirus, ESET NOD32 Antivirus, Kaspersky Antivirus, avast!, Zoner Antivirus, etc. Most of the antivirus programmes have to be purchased or subscribed, but it is possible to acquire some of them for free if they are for home use only, e.g. AVG Anti-Virus Free Edition, avast! Free Antivirus, etc.

Given the wide offer of antivirus programmes and the individual needs of computer users, we have opted not to mention about their settings and the procedures involved. Moreover, most of the antivirus programmes come as a preinstalled feature when buying a new computer or their purchase/download from the internet is now a very simple processs not requiring detailed discussion in this piece. Nevertheless, we would like to strongly emphasize on the necessity of having a good antivirus programme for your computer and on the importance of its regular updating, i.e. virus database updating (mostly everyday).

WARNING – A computer without antivirus programme and connected to the internet is attacked within hours!

Other possibilities of children protection in the Internet environment

Selected web sites intended for children
Children do not have get on the net via the standard internet browsers for accessing their favourite websites. There are a number of browsers meant for children only and these browsers are especially designed to prevent objectionable content reaching them. In the following text we list the most popular internet sites for children.
Kidzui

· It is a very user friendly and simple website containing over 800 000 screened pages, videos and pictures from the whole world; all contents here are safe for the children.

· The website is in English and you can download the basic version for free from the site´s homepage.

Homepage: www.kidzui.com 

PICT. 36: Kidzui website

KidSplorer

· Another very simple internet based programme in the English language that enables parents to instal a number of useful settings, e.g. limit the time spent by children on the internet or prohibit access to particular webpages. All settings can be password protected.
· The programme is offered as trial version (finite version) free of charge; afterwards it is necessary to subscribe. You can download it from the link below. 

Programme link: www.devicode.com 

PICT. 37: KidSplorer viewer

My Kids Browser

· My Kids Browser, just like the previous one, enables parents to instal 
a number of useful settings, e.g. day time limit for computer use, warranty, restriction on printing, etc. Among the very useful functions include the option of setting a homepage or prohibited access to other internet browsers.
· The browser is offered as trial version (finite version); afterwards it is necessary to buy the programme. It is also in the English language and you can download it from the site´s homepage. 

Browser website: www.mykidsbrowser.com 

PICT. 38: My Kids Browser viewer


KidRocket

· KidRocket is a very simple, nevertheless safe children´s internet browser. The application enables presetting a limited number of permitted websites which means that access to the other webpages is blocked. Additionally, this site offers several games and useful instruments. An advantage is that it is not necessary to install and simply play online.
· The application is in the English language and it is possible to download it from the site´s freeware link (free of charge). 

Browser webpage: www.kidrocket.org 

PICT. 39: KidRocket viewer

Kids Playground Web Browser

· Kids Playground Web Browser is an internet browser specially created for children enabling presetting of all the frequented websites → websites offered as a scroll menu. The site offers several games and the possibility of password locking. You can download it in the English language from the internet as freeware (free of charge).
PICT. 40: Kids Playground Web Browser 

Kids Web Menu

· The key feature of Kids Web Menu site is its simplicity making it easy even for a 2-year old to be on the net. It permits blocking websites with improper content.

· You can download it in the English language from the site´s homepage as 
freeware (free of charge) application.

Website: www.kidswebmenu.com 
PICT. 41: Kids Web Menu 
Selected computer programmes protecting children in the internet environment

Besides the above mentioned possibilities of children protection in the internet environment, there are specialized computer programmes which can be also helpful.

These applications are able to protect against harmful/improper content of some websites, they can block inappropriate on-line games and chats or reduce the time spent on the internet. Some programmes even manage to lock the keyboard or CD/DVD mechanics and deactivate the PC switch off mechanism. 
In the following text we will mention a list of the most familiar applications that can, to some extent, help secure your computer.

Strážca systému

· Strážca systému is a very precious programme that helps in protecting the computer quickly and simply. It enables a wide spectrum of safety settings, e.g. the possibility of limiting the time spent at the computer, monitoring activity performed on the computer, it is able to lock required sections and files, etc.
· 
The main feature of this application is the ability to prohibit a number of activities that can risk computer security, e.g.:

▪ prohibit saving files from the internet,
▪ prohibit installing and uninstalling programmes,
▪ prohibit launching programmes not found in Windows and Program Files,
▪ prohibit launching programmes according to filter, time limit of programmes,

▪ prohibit launching games (provided with Windows operating system),

▪ prohibit accessing task administrator of Windows system,

▪ prohibit accessing control panel, administration tools and configuration tools,

▪ prohibit setting and editing registries,

▪ prohibit using USB memory drives, CD/DVD, floppy discs, etc.
· The programme is offered as chargable application in the Slovak language. It is possible to download it upon approval from the programme homepage.

Webpage: www.mm-soft.sk 

PICT. 42: Strážca systému programme

Child control 2010
· Child control 2010 offers similar functions as Strážca systému. A pertinent feature here is the possibility of setting which programme can be launched and for how long.

- Child control 2010 provides access to selected websites by means of categories and keywords or according to page content.
- The programme is offered as chargable application in the English language and it is possible to download it upon approval from the programme homepage.

PICT. 43: Child control 2010 programme

Naomi 3.2.90

· Naomi 3.2.90 – is focused on filtering inappropriate website content. It automatically searches the web content according to the entered criteria and prevents display of improper material.
· The programme is offered on the internet in the English language as freeware (free of charge).

PICT. 44: Naomi 3.2.90 programme


NetDog Block Porn

· A simple programme in the English language, NetDog Block Porn is intended for blocking of inappropriate content on the internet, mainly webpages with pornographic material. It enables presetting of safe web addresses; other pages will not be displayed.

· The programme is offered as a charged application. It is possible to download it on approval from the programme homepage.

Website: www.netdogsoft.com 

PICT. 45: NetDog Block Porn programme

iProtectYou

· iProtectYou – application in English which enables blocking inappropriate webpages, various on-line conversations, chats, etc. It is also possible to set the time limit for the child to be on the net.

· The programme is offered on the homepage as freeware (free of charge).


Website: www.softforyou.com 

PICT. 46: iProtectYou programme  

We-Blocker

· We-Blocker, analogue to NetDog Block Porn, is a simple programme in English focusing on blocking of inappropriate content on the internet. It practices web blocking through keywords which cannot be displayed on the pages or by means of preset web addresses to which access is allowed; other webpages will remain forbidden for the child.
· The programme is offered on the internet as freeware (free of charge).

Website: www.we-blocker.com 

PICT. 47: We-blocker programme


Anti-Porn

· Anti-Porn blocks webpages with inappropriate content; reduces the time spent on the internet and at the computer – timelock mechanism for the PC. It also obstructs launching of unauhtorised games.
· The programme is offered in the English language on the homepage as a chargable application.

Website: www.tueagles.com 

PICT. 48: Anti-Porn programme

StopGame

· StopGame programme can be specified as a computer administrator which monitors launched games, applications and keeps track of time spent on playing a particular game; if needed whether any application was tempered with.
· The programme is available to buy and is in the English language. 

Website: www.askmesoft.com 

PICT. 49: StopGame programme


ConnTroll

· ConnTroll comes as a chargable programme in English which is able to reduce excessive free time spent on the internet. It can also fully prevent access to the internet or on the contrary, permit it in particular hours. Another standard feature of the application is monitoring the time spent on the internet by the user.
· You can download it upon approval from the internet.

PICT. 50: ConnTroll programme

Toddler Keys

· Toddler Keys is small but very effective freeware programme protecting the computer against ineligible use. It can lock the keyboard, prevent CD/DVD mechanics to be used and deactivates the PC. 

· The programme is in the English language fand can be downloaded from its homepage.

Website: www.tk.ms11.net 

PICT. 51: Toddler Keys programme 


WARNING – Not even the best programme can protect your computer against possible danger 100 percent. Only serious and comprehensive efforts toward securing your PC are the guarantee of high security for your children and the data.

svorka pod čarou:
Download this guide book in PDF format free of charge from www.kr-olomoucky.cz in the section Sociální věci / Prevence kriminality / Dokumenty a publikace.


4. Search for other information and help!

You can receive complete information or help with solving individual difficulties on appropriate webpages, counsellig hot lines or by selected organisations.
● Consulting room E – security
- Have you run into a difficult life situation connected with internet or mobile phones? You can ask for help anonymously and free of charge and gain necessary information on www.napisnam.cz 

Online consulting room is established in cooperation with the E – security project, the Center of Prevention of Dangerous Virtual Communication and Patron of safe internet project.

● Advice on abuse or “stalking”
- If you suspect online “stalking” or pedophile incident in your neighbourhood – report this fact without delay on the Hotlink www.horkalinka.cz 

Hotlink is operated by CZI, Ltd., a company assisted by the European Commission´s intra-project National Center for safer internet (Safer internet CZ) in cooperation with the Police of the Czech Republic, Security link association and Online Safety Institute. 
● Notification of inappropriate content
- Have you come across illegal and inappropriate content on the internet such as child pornography, child prostitution, children slavery, pedophilia, age-incongruous content, other illegal sexual practices, racism, xenophobia, self-derogation, calls for violence and hate, drugs spread, etc., please notify these facts on www.horkalinka.cz .

 Hot link is operated by CZI, Ltd., a company assisted by the European Commission´s intra-project National Center for safer internet (Safer internet CZ) in cooperation with the Police of the Czech Republic, Security link association and Online Safety Institute. 

● Notifying the police
- You can report malicious e-mails, sms, illegal wepages, persecution (stalking)  and other illegal conduct immediately to any police department – www.policie.cz .

● List of dangerous communication phenomena, advice, updates
- You can get detailed list of dangerous communication phenomenons, matters of interest and news from the virtual world, researches and others at www.e-bezpeci.cz 

  E – Security web is operated by the Center for the prevention of dangerous virtual communication of the Palacky University Pedagogical Faculty in Olomouc. 

● Prevention of malicious conduct connected with internet use
- Center of prevention of dangerous virtual communication of the Palacky University Pedagogical Faculty in Olomouc cooperates on the activities of the project E-security with primary focus on situation prevention and against victimization. It provides counselling services, education for children, teachers and other professional public, and realizes exploratory activity. More at www.prvok.upol.cz 

● Information, counsel, recommendation
- You can understand the internet better and learn more about contributing to a safer   internet and other matters of interest at www.pomoconline.cz 
Help Link is operated by the Security Link association which is a partner of the project National Center of Safer Internet (Safer internet CZ) cofinanced by the European Union.

● Updates, news, information
- You can gain detailed information about safe internet use, including updates from foreign partners, at www.saferinternet.cz
  The project National Center of Safer Internet (Safer internet CZ) is implemented by CZI Ltd. and cofinanced by the European Union.

● Education about safe internet use
- If you want to use the internet and communication technologies safely and confidently, play on online services and partake in active protection of private information against abuse, visit www.bezpecne-online.cz 

Webpages bezpecne-online is operated by the National Center of Safer Internet (Safer internet CZ) thanks to financial support of the Czech Savings bank.

● Counsel and recommendations against bullying
- What to warn our child preclusively about how to protect against bullying, how to react to suspicion about bullying and how to defend ourselves agains cyber-bullying - learn more at www.proti-sikane.cz 
  The campaign against bullying is realized by the National Center of Safer Internet (Safer internet CZ) in cooperation with Security Link association and Online Safety Institute.

● Free Microsoft products
- Microsoft offers free downloading to all interested, from households and companies, the most favourite programmes, tools and services. Webpages are also fully adapted to quick search of special information and products. More at www.microsoft.cz/zdarma/ 
  Wepages are operated by microsoft.cz.

● Admistration, network servicing, products for computers in households and schools

- The company Friendly Systems offers complex services regarding administration and maintenance of computer networks. It designes and realizes computer network according to the customer´s concept. As the Intra-project Patron of safe internet, it has created software solutions for PCs in low threshold facilities for children and youth thereby increasing safety and protection of children at computers. It offers products also for the houselhold and schools. More at http://www.friendlysystems.cz/ 

5. Notes
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Guardian of safe internet
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AGREEMENT WITH MUM AND DAD

ABOUT SAFE INTERNET USE

______________

  (child´s name)

Fill in together with the child and put it up on a visible place to prevent misunderstanding.

Has access to the internet                             These addresses

__ Monday              from___ to___ o´clock            1. ___________

__ Tuesday             from___ to___ o´clock            2. ___________

__ Wednesday        from___ to___ o´clock            3. ___________

__ Thursday            from___ to___ o´clock            4. ___________

__ Friday                 from___ to___ o´clock            5. ___________

__ Saturday             from___ to___ o´clock            6. ___________

__ Sunday               from___ to___ o´clock            7. ___________

__ only under supervision
► Under the conditions

__ he/she will never reveal to anybody on the intenet his/her passwords, his/her name, his/her age, where he/she lives, his/her telephone number, where he/she goes to school, where he/she likes to play outside, etc.
__ if he/she is asked on some internet page to fill in his/her name, age, address, contact email, telephone, etc., he/she will always announce this to the parents

__ without his/her parents´ approval he/she will never meet with friends known only from the internet and will not reply on the internet to people he/she doesn´t know 

__ will report to his/her parents if he/she receives cowardly, threatening / obnoxious messages

__ if somebody on the internet asks him/her to do something that shouldn´t be done, is forbidden or not appropriate, he/she will always report of such fact to the parents

__ without parents´ approval he/she will not send his/her pictures, pictures of the family and friends through the internet

__ will click on the tab Back or will log out from the internet if he/she sees something that he/she doesn´t like or the parents forbid and will not open internet pages meant for adults only
__ will always report to the parents if he/she gets frightened by somebody on the internet

__ will follow these rules also outside home
________________                                                   ________________

  child´s signature                                                         parents´signature

The Olomouc Region                                                               for older children

AGREEMENT WITH PARENTS

ABOUT SAFE INTERNET USE

______________

  (child´s name)

Fill in together with the child and put it up on a visible place to prevent misunderstanding.

Has access to the internet                             These addresses

__ Monday              from___ to___ o´clock            1. ___________

__ Tuesday             from___ to___ o´clock            2. ___________

__ Wednesday        from___ to___ o´clock            3. ___________

__ Thursday            from___ to___ o´clock            4. ___________

__ Friday                 from___ to___ o´clock            5. ___________

__ Saturday             from___ to___ o´clock            6. ___________

__ Sunday               from___ to___ o´clock            7. ___________

► Under the conditions

__ will always report to the parents if any website or a form on the net requires stating personal data (e.g. name, age, address, contact email, telephone)
__ on personal webpages of communication networks (Facebook, etc.) will create only safe profiles on which he/she will set up and keep privacy protection 

__ he/she will never reveal to anbody on the intenet his/her passwords, his/her name, how old he/she is, where he/she lives, his/her telephone number, where he/she goes to school, etc.

__ will never react to rude or obnoxious messages from persons he/she doesn´t know – he/she will announce this fact to the parents
__ without parents´ approval will not load his/her pictures, pictures of the family and friends and relatives on the internet

__ will not open forbidden websites, especially those with adult content
__ without parents´approval will never purchase or order anything on the internet

__ will never open e-mails with suspicious or unknown addresses and annexes

________________                                                   ________________

  child´s signature                                                         parents´signature


