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Ladies and Gentlemen, I would like to thank you for the opportunity to speak to you today. Society nowadays faces many challenges, but we are not aware of how threatening some challenges can be. One of these is Cyberwarfare. Most people think this is a problem of the future. They watch movies like “Die Hard 4.0” Show trailer( (http://www.youtube.com/watch?v=3EUJYh32KVw&feature=related)and think it’s fiction. Well, it is fiction but people don’t realize that it could happen today. 
Knowing this raises some questions: What can/should we do to make cyberspace “safe”? Who has the responsibility to achieve this safe state? What role should the government play in all this(local, national and most importantly international)? 

I got involved with this subject through a series of events. I attended a NATO Assembly, I went to the Pentagon(US) and I went to the Cyber Centre of Excellence in Estonia. After these visits I realized the importance of the subject. I took the responsibility as a member of Parliament to ask our government these questions in 2009(motie). I drafted and submitted a motion asking the government to put this subject on the agenda and develop a strategy to tackle this problem. 

Cause

Why should the government even worry about this issue? The answer to that questions is easy(in my opinion), the threat of cyberwarfare is imminent. We have already seen examples of it all over the world: cyber attacks on Estonia, Georgia, the European Commission, the European Parliament, Iran etc. The threats of cyber attacks are not as far in the future as most people think. With the Stuxnet virus we’ve seen the transition from cyberspace to physical space. Our society nowadays is almost completely digitally regulated. We have seen attacks on individual digital branches(telecommunication, power supply, banks, government databases), and cyber security agencies are pretty much able to handle such an individual attack. As soon as all of those attacks occur in the same country at the same time(as we see in the movie Die Hard 4.0), it could mean disaster! It’s the government’s responsibility to ensure the safety in a society, and if the infrastructure of our society would be in danger it’s the government’s job to arm the country against such a threat. The Department of Defence is supposed to protect us from any threat, so I ask: Why not against this threat?
Developments

The developments in technology are so fast and advanced that the possibilities with technology are endless. We embrace new possibilities by buying that new technology. Who can imagine a world without internet on our mobile phones? Everybody is connected in more than one way. This brings a lot of opportunities, but also threats. Our society relies on technology more and more, and since most connections are far from safe, we should be aware of the danger that comes with the development of new technologies. Hacking tools are being developed to be so easy that I could teach my 4 year old how to do it. 

Reactions from governments
In 2009 I was the first one to put cyberwarfare on the political agenda. I quickly got the support from the majority of Parliament. Later on I drafted a motion to keep this subject on the political agenda. Finally we saw some improvement and the government came up with their own plan on the 22nd of February of this year. We were presented with the “National Cyber Security Strategy”. The main points from this strategy are:
· A more integrated approach for cyber security will be developed by the public and private sector.

· Integrated threat- and risk analysis will enhance the insight into (upcoming) threats.

· The tenability of the vital infrastructure against ICT-threats and cyber attacks will be enhanced.

· Response capacity to be able to operate effectively in (also) the digital domain will be strengthened, among others at the Department of Defence.

· The chain of tracing and prosecution will be strengthened. In the coming years, the capacity for tracing and prosecuting cybercrime will be created.
· The existing public and, if possible, scientific and private research programmes will be synced. 

Minister of Security and Justice, Mr. Opstelten adds to these main points that this strategy is just the beginning. That is why this plan is called “Work in Progress”. The collaboration between the different departments(Defence, Economic Affairs etc.) in the near future will enhance the effectiveness of the execution of this plan.

Our Minister of Defence, Mr. Hans Hillen was faced with the very difficult task of making budget cuts of up to one billion Euros. Forced by the economical situation in the world nowadays he had to cut back on equipment, jobs and much more. Fortunately though, he found a way to reserve 50 million Euros for the coming years to invest in the National Cyber Security Strategy (NCSS) and an own plan for the Department of Defence. The Minister is very aware of the threats that we are faced with nowadays and despite the necessity to make these tremendous budget cuts, he wants to invest in protecting our nation(and other nations) against cyber attacks. For that, I thank him!
All the research that I have done (and the all the people I have spoken in the recent years), indicates that the way to the solution of this problem (and I say way because the “solution” does not exist) will cross all borders. Why? Because the internet crosses all borders. This fact brings a lot of possibilities, opportunities but also problems. I will talk about the dilemmas later, but I would like to share the view of some international organizations, that are occupying themselves with this subject, with you.
Let’s start with the European Union. The European Parliament and Council(Raad van Ministers) drafted a proposal on this matter. The general context of this proposal contained:
· The main cause of the phenomenon cybercrime is vulnerability resulting from a variety of factors:
· Insufficient response by law enforcement mechanisms

· Reporting of these crimes is often inadequate

· Variations in national criminal law and procedure may give rise to differences in investigation and prosecution
· The proposal takes into account the new methods of committing cybercrimes(especially botnets).

· Proposed action:

· Penalise the production, sale, procurement for use, import, distribution or otherwise making available of devices/tools used for committing offences.

· “Illegal interception” qualified as criminal offence.

· Measures to improve European criminal justice cooperation

· Provide statistical data on cybercrimes by making it obligatory for the Member States to ensure that an adequate system is in place for the recording, production and provision of statistical data on the offences.
I will not point out every single aspect of this proposal, but this is the main context. From this, we can conclude that the EU wants to improve international collaboration to tackle this problem.

I have also been involved with representatives of NATO. The NATO Assembly concludes (after their own research off course) that cyber attacks are now one of the most serious asymmetric threats faced by the Alliance and its member states, along with terrorism and nuclear proliferation. The open nature of the internet makes preventing cyber attacks difficult. NATO concludes that effective international cooperation will be critical to addressing this problem in the years to come. NATO, as the world’s premier collective defence entity, has a responsibility to take adequate measures to protect itself from such threats, as well as having a potentially significant role to play in contributing to the cyber defence of its Members, both through deterrence and by coordinating common cyber security measures. NATO’s new strategic concept should reflect this important new element of Alliance activity. According to NATO, national parliamentarians have an important role to play in hastening the implementation of NATO’s cyber defence policy, as well as ensuring that cyber security measures are responsibly put in place and exercise at the domestic level. NATO is testing their policy by deploying so-called “Red Teams” these teams have to simulate a cyber attacks on for example national databases, energy suppliers etc. to test if their network is “safe” from attacks. All of this will of course be done in a controlled environment(it’s not like they let a bunch of wild hacker loose on their networks).
To summarize NATO’s policy:

· The solution for the problem can only be achieved on an international basis. 

· The capabilities of the individual countries must be:

· Coherent

· In context

· Coordinated

· Born interoperable

· Individual nations have most of the responsibility

· NATO’s budget for this plan is 45 million Euros(at the moment). These funds are/will be used for:

· The education of youth

· Creating awareness amongst users

· Operators that should detect malicious activity

· Nations should reach a certain maturity level(capability of dealing with a cyber attack) based on a maturity model (which will be) created by NATO. Before they can achieve this goal, they have to figure out a way to measure the maturity level of individual countries.

The United States is the leading country worldwide in this area. The ICT industry in the United States is far ahead of the rest of the world. They were and still are the pioneers in technological development(Apple, Microsoft, Dell etc). Their operating systems and hardware are used worldwide. Therefore, they should feel responsible in some way for finding a solution for this problem. Me and some other member of the Dutch Parliament had the opportunity to speak with Mr. Michael Dell, founder and CEO of Dell Computers last week. Mr. Dell told us afterwards that he:”was pleased to share Dell’s point of view on the advantages that technology can deliver to governments and societies”. He was pleased to inform us that his company was awarded the contract of supplying the entire Department of Defense of the United States with it’s hardware in ICT. This after he presented his plans to the President of the United States, Barack Obama. This of course with the subject of cyber security in mind, was a great achievement for his company. I asked him about his vision about cyber security. First he gave me some very comforting news that Dell Computers recently acquired a company(with 800 people working there) which is working fulltime on fighting cyber crime and securing their systems as much as possible. He did however, have a bit of a disturbing but very true message: “I think something really bad has to happen before people are willing to give up just a little bit of privacy to ensure their safety!”. Mr. Dell has a very good point here, but I hope we can find a way to prevent this scenario!
Political dilemmas/Challenges

The challenges we are faced with in order to find a solution for the problem of cyber warfare, are dilemma’s at the same time. We as politicians will be faced with the task of solving these political dilemmas in order to find a solution for the problems, but I think it is smart to let civilians, industries etc. think together with us. Let me summarize a couple of these dilemma’s and hopefully/maybe we can get a little closer to finding a solution for them in the discussion which will start after this speech.
· Who has the authority in what situation?

There will be several departments/organizations involved in executing the plans that will be made in the war against cyber crime/warfare. This could be in the different hierarchical levels of the Department of Defence, or even different governmental departments. Who will be in charge in case of a certain type of cyber attack? I would love to hear your thoughts later.

· What borders can we cross? Who has jurisdiction? 
This is of course in line with the dilemma I just mentioned, but as soon as an attack (for example) crosses a national border, the case gets even more complicated. If an attack starts in the Netherlands, and spreads out to (for example) Germany, are our agencies or departments allowed to chase “the bad guys” to Germany? We have laws like this for different subject like the Road Traffic Act(Wegenverkeerswet). Why don’t we have laws for cases like this? There are several scenarios possible where this could be a problem and again puts the emphasis on international collaboration. It will be a major challenge to figure this out.

· Who takes the lead? The military or the ICT industry?

“The Industry is not bound to bureaucracy, we work so much faster that we should take the lead and work together with governments to find a solution for this problem”. This quote from Mr. Robert Dix, an expert in this field, makes a good point, but this does not exclude the government from any responsibilities. 

The ICT industry is capable of taking major leaps towards finding technical solutions for issues like the one we are talking about today. Nevertheless, the military/the government has the responsibility to protect the civilians from any threat to their safety, so they cannot just sit back and wait for the industry to come up with a solution and adapt it as soon as it is ready. Therefore, I think the military and the private sector should work together closely to find a way to optimize our protective capabilities.
· Should we develop a national cyber defence system before we cooperate on an international level?
Many people say: Let’s work together with other countries, this speeds up the process. True, but are other countries going to let us piggyback on their advancements without us contributing to the process? I think not. Therefore we should also invest in the development ourselves. So a parallel process!
· Developing safety standards for new hardware could contribute to the solution of this problem. Do we want to regulate these standards on a European level?

Personally I don’t know how far we should go in enforcing European standards for this subject. Sometimes, governmental regulations can cause more limitations for the industry than chances for improvement. A minimum safety standard is not a bad idea, but we shouldn’t haste into making regulations which might backfire on us. Also, standards might already be outdated by the time they are ready to be implemented.
· Should a cyber attack be considered as an article 4 or 5 (NATO) situation?
Article 4: 
The Parties will consult together whenever, in the opinion of any of them, the territorial integrity, political independence or security of any of the Parties is threatened.

Article 5:
The Parties agree that an armed attack against one or more of them in Europe or North America shall be considered an attack against them all and consequently they agree that, if such an armed attack occurs, each of them, in exercise of the right of individual or collective self-defence recognised by Article 51 of the Charter of the United Nations, will assist the Party or Parties so attacked by taking forthwith, individually and in concert with the other Parties, such action as it deems necessary, including the use of armed force, to restore and maintain the security of the North Atlantic area. Any such armed attack and all measures taken as a result thereof shall immediately be reported to the Security Council. Such measures shall be terminated when the Security Council has taken the measures necessary to restore and maintain international peace and security. 

Article 4 is more appropriate in these situations!

· Safety vs. Privacy. 

Probably the biggest dilemma in this discussion in the political arena(at least in our country). Are we willing to sacrifice a bit of our privacy/anonymity to ensure our safety? I hope we can figure this out without the words of Michael Dell becoming reality!

Reflections
To make your deliberation on these dilemmas a little easier, I would like to compare this situation to every day situation so you might be able to relate to it more.

· We live in a country with a lot of waters. Therefore, we teach our kids to swim at an early age. We don’t put fences around all water to prevent them from falling in and drowning. We don’t however teach our children (enough) how to use the internet safely. We have to make them aware of the threats and teach them how to be careful.
· Probably everybody here drives a car. We drive our cars on the highway taking us to places we have never been before. The internet does the same thing(only a lot faster), the only difference is, that with our cars we have a licence plate on it so we can be identified by law enforcement when we break the law. You don’t have a licence plate when you are cruising on the digital highway. 

· During a cyber attack, the target is often information. Valuable information. We should see this information as a commodity(like oil). Countries used to protect their commodities. Countries would be invaded for certain commodities. Why don’t we protect our information like that?

I hope these reflections make it easier for you to relate to the subject and that you can use this in the debate about the dilemmas later on.

Conclusion

I don’t have to explain anymore to you that cyber warfare is an imminent threat. We should be able to protect ourselves against cyber attacks that could deregulate our entire infrastructure. Minister Hillen had the difficult task of making the tremendous budget cuts, but he did see the necessity to invest in this topic. I, and the CDA think that we should have the privacy vs. safety debate on a short term, so we can continue and extend the policy that is set up right now. We should create awareness, because governments have the responsibility to inform the citizens about the danger. The government can’t be held responsible for individual behaviour on the web. We should not look at the government as a constitutional state in this matter. We should tell the civilians to learn how to swim by themselves. Cooperation on a civil-military level, a public-private level and national-international level will help make cyberspace safer for everyone!
I would like to thank everyone for their attention and I would be happy to answer your questions now.

